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computation

- Can be applied to any algorithm

- Independent of technology, library, etc. 

- Efficient

- Application to KATAN-32
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2. Input to the next nonlinear function must be uniform

TI 
S()

Shared 
Input

Shared 
Output

✓Correctness
✓Non-completeness

✓Uniform

One solution: XOR some of the output shares

In our paper:
- Uniform HO-TI of an AND/XOR gate
- Uniform second-order TI of quadratic 4-bit permutations

? Uniform
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Application to a cryptographic algorithm
&

Testing 

Second-order TI of KATAN-32
&

Leakage Detection Tests on SASEBO-G 



KATAN-32

- 254-round block cipher 
- 32-bit plain/cipher-text and 80-bit key
- Round keys are generated by an LFSR
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• Countermeasure against HO-DPA

• Efficient TIs of KATAN-32

• Confirmed the claimed security using leakage detection 
tests

• Methods for second-order TI of quadratic 4-bit 
permutations
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Conclusion
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Thank You!


